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BBMRI-ERIC AAI

BBMRI-ERIC AAI is a common authentication and authorization
infrastructure to services provided by BBMRI-ERIC, which facili-
tates access to the human biological samples and data.

BBMRI-ERIC AAI performs authentication of BBMRI-ERIC users
and delivers their attributes (such as group membership and other
personal data) necessary for authorization decisions to be done by
BBMRI-ERIC services relying on it.

BBMRI-ERIC
assoc. prof. Petr Holub, Ph.D., <petr.holub@bbmri-eric.eu>

AT - Austria
BBMRI-ERIC collects the following personal data:

e your name,

e your email address,

e your membership in the groups you are affiliated with within
BBMRI-ERIC,

« your external identifiers provided by your identity provider.

When using another identity providers are used together with BBMRI-
ERIC AAI (e.g., your home organization, Google, Facebook, LinkedIn),
the following data is retrieved:

e your user identifier unique within this service,

e name of your home organization,

 your role in your home organization (if applicable - e.g., fac-
ulty member, staff, student),

 optionally your name,

e optionally your email address.

BBMRI-ERIC AAI processes your personal data to identify and au-
thenticate you as a user of BBMRI-ERIC services and provide suf-
ficient attributes for these services to decide whether you are au-
thorized to access these. The attributes are managed as a part of
the BBMRI-ERIC AAL


mailto:petr.holub@bbmri-eric.eu

Third parties to whom per-
sonal datais disclosed

How to access, rectify and
delete the personal data

Dataretention

Data Protection Code of Con-
duct

The log files produced by the BBMRI-ERIC AAI components will be
used only for administrative, operational, accounting, monitoring
and security purposes.

As a gateway to BBMRI-ERIC services, BBMRI-ERIC AAI will re-
lease your personal data to the BBMRI-ERIC services you are using.
Data release will be done according to the sections 2.f and 2.1 of
the Data Protection Code of Conduct®. The current listing of asso-
ciated BBMRI-ERIC services is available at https://perun.bbmri-
eric.eu/services.

You agree that the logged information may be disclosed to other
authorized participants via secured mechanisms, only for the same
purposes and only as far as necessary to provide the services.

Go to the page https://perun.bbmri-eric.eu/profile/ or con-
tact the contact person above. To rectify the data released by your
home organization, contact your home organization’s IT helpdesk.

Your personal data is deleted on request or if you have not logged
in to BBMRI-ERIC AAI for 24 months. The operational logs and re-
lated information is kept independently in order to guarantee the
security of the infrastructure and its optimization.

Your personal data will be protected according to the Code of Con-
duct for Service Providers,* a common standard for the research
and higher education sector to protect your privacy.

Lhttp://www.geant.net/uri/dataprotection-code-of-conduct/vi
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