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Nameof the service

Descriptionof the service

Data controller and a con-
tactperson

Jurisdiction

Processedpersonaldata

Purpose of the processing
ofpersonaldata

BBMRI-ERIC AAI
BBMRI-ERIC AAI is a common authentication and authorization
infrastructure to services provided by BBMRI-ERIC, which facili-
tates access to thehumanbiological samples anddata.
BBMRI-ERIC AAI performs authentication of BBMRI-ERIC users
anddelivers their attributes (suchas groupmembership andother
personal data) necessary for authorizationdecisions to bedoneby
BBMRI-ERIC services relying on it.
BBMRI-ERIC
assoc. prof. PetrHolub, Ph.D., <petr.holub@bbmri-eric.eu>
AT – Austria
BBMRI-ERIC collects the followingpersonal data:

• your name,
• your email address,
• yourmembership in the groupsyouare afϐiliatedwithwithin
BBMRI-ERIC,

• your external identiϐiers provided by your identity provider.
Whenusing another identityproviders areused togetherwithBBMRI-
ERICAAI (e.g., yourhomeorganization, Google, Facebook, LinkedIn),
the following data is retrieved:

• your user identiϐier unique within this service,
• name of your home organization,
• your role in your home organization (if applicable – e.g., fac-
ulty member, staff, student),

• optionally your name,
• optionally your email address.

BBMRI-ERIC AAI processes your personal data to identify and au-
thenticate you as a user of BBMRI-ERIC services and provide suf-
ϐicient attributes for these services to decide whether you are au-
thorized to access these. The attributes are managed as a part of
the BBMRI-ERIC AAI.

͟

mailto:petr.holub@bbmri-eric.eu


Thirdparties towhomper-
sonaldata isdisclosed

How to access, rectify and
delete thepersonaldata

Data retention

DataProtectionCodeofCon-
duct

The log ϐiles produced by the BBMRI-ERICAAI componentswill be
used only for administrative, operational, accounting, monitoring
and security purposes.
As a gateway to BBMRI-ERIC services, BBMRI-ERIC AAI will re-
lease yourpersonal data to theBBMRI-ERIC services youareusing.
Data release will be done according to the sections ͠.f and ͠.l of
the Data Protection Code of Conduct͟ . The current listing of asso-
ciatedBBMRI-ERIC services is available at https://perun.bbmri-
eric.eu/services.
You agree that the logged information may be disclosed to other
authorizedparticipants via securedmechanisms, only for the same
purposes andonly as far asnecessary toprovide the services.
Go to the page https://perun.bbmri-eric.eu/profile/ or con-
tact the contact person above. To rectify the data released by your
homeorganization, contact yourhomeorganization’s IThelpdesk.
Your personal data is deleted on request or if you have not logged
in to BBMRI-ERIC AAI for ͢͠ months. The operational logs and re-
lated information is kept independently in order to guarantee the
security of the infrastructure and its optimization.
Your personal data will be protected according to the Code of Con-
duct for Service Providers,͟ a common standard for the research
andhigher education sector toprotect yourprivacy.
͟ http://www.geant.net/uri/dataprotection-code-of-conduct/vɴ
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Version υ.υ, φτυϋ-τό-φχ “Your name” obtained from another identity provider (section Processed
personal data) is now only optional, reϐlecting change in the setup of BBMRI-ERIC AAI. For-
matting updated to reϐlect BBMRI-ERIC style. Added Document Log. Author: Petr Holub
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